
The growing emphasis on delivering healthcare services 
electronically is accelerating the adoption of wireless networks 
and mobile devices. Clinicians are adopting tablets as a tool 
for mobile patient management as other medical equipment is 
rapidly becoming Wi-Fi-enabled so as to transmit patient data 
electronically and track asset location. Patients and visitors 
come with their personal smartphones, tablets and laptops, 
expecting the availability of robust wireless connectivity. 

While Wi-Fi and mobility are becoming critical in modernizing 
healthcare technology, minimizing security risk remains a top 

priority for healthcare organizations and senior care communities. 
According to the Ponemon report, nearly 90% of healthcare 
organizations suffered at least one data breach over the past two 
years, with an average cost of US$ 2.2 million per breach.1 

In 2016, one in three healthcare recipients is expected to 
be a victim of data breach as per IDC’s Health Insights.2 IT 
departments should carefully implement technologies and 
follow best practices to secure their wireless networks and 
devices from potential threats and therefore safeguard the 
privacy of patient data. 

Designing a Secure Wireless 
Healthcare Environment

5 Best Practices for Healthcare IT Administrators
Prevent Exposure to Data on Air with Authorized Access and 
Network Encryption

While patients and medical staff desire simple access to the Wi-Fi network, weak network access 
security makes it easy for unauthorized users to gain access to the hospital network and the 
intercepting Wi-Fi network to view sensitive information transmitted over the air. While the use of 
strong passwords and a secure browser connection (HTTPs) is an important security measure, IT 
administrators should ensure the implementation of a WPA2-based encryption and authentication 
framework that assures the following:

•  Wi-Fi network privacy by identifying every device and user that connects to the network, and 
authenticating it with corporate directory-access policies

•  Strong encryption of all data between Wi-Fi client and access points, and between access 
points and controllers to prevent data theft  

Proactive Defense against Security Attacks with Wireless 
Intrusion Detection and Prevention

With the explosion in the usage of smart devices, bring-your-own-device (BYOD), connected 
medical devices and wearables, cybersecurity issues pose a serious challenge to the healthcare 
sector. This increases the probability of hackers and criminals accessing data stored on connected 
devices. Devices and networks not embedded with intrusion-prevention capabilities are likely to 
be at a greater disadvantage. IT managers should implement Wi-Fi access-point solutions with 
integrated wireless intrusion prevention systems (WIPS) to detect rogue access points and protect 
hospitals and patients from a wide variety of security threats, such as denial-of-service attacks and 
man-in-the-middle attacks.

1. http://www.darkreading.com/threat-intelligence/healthcare-suffers-estimated-$62-billion-in-data-breaches/d/d-id/1325482 
2. http://www.forbes.com/sites/danmunro/2015/12/31/data-breaches-in-healthcare-total-over-112-million-records-in-2015/#c6591167fd5a
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Establish Secure BYOD and Public Access Policy with 
Proper Network Segregation

With an increasing number of patients and visitors accessing hospital Wi-Fi networks, and with more 
medical staff bringing their own devices to work and enjoying the flexibility of being able to work from 
anywhere, hospital IT administration has no choice but to establish secure BYOD and public Wi-Fi  
access rules as part of its risk-management policy. Some of the recommended best practices include:

•  Separate Wi-Fi access from hospital-managed devices and Wi-Fi using different SSIDs

• Establish BYOD Wi-Fi–network access and security policies

•  Segregate internal-network access for different departments based on user profiles

•  Mandate use of secure Virtual Private Network (VPN) while accessing medical records over 
public Wi-Fi connection from places such as coffee shops, airports and homes

Prevent Data Loss with Mobile Device Management
Mobile devices are easily lost or stolen and some mobile apps are known to contain data-stealing 
malware. Patient records have a higher dollar or resale value than do credit cards since so much 
information is attached to them, including Social Security numbers, full addresses, and financial 
information. IT teams of healthcare organizations should take the following measures to  
enhance security:

•  Protect data access from mobile devices by implementing secure identity and authorization 
controls, such as two-fact authentication

• Prevent information leakage by deploying data loss prevention software

• Encrypt all data on devices using mobile-device encryption software, such as Samsung Knox

Implement HIPAA/ HITECH Compliant and Wi-Fi  
CERTIFIEDTM Solution

In hospitals and senior care communities, where the care team may be using shared devices, 
compliance with HIPAA and HITECH to enhance the security of protected health information (PHI) 
is a must. As Wi-Fi is becoming the pre-dominant layer for access, WPA2-based wireless network 
encryption and authentication, along with built-in wireless intrusion detection and prevention sensors 
at Wi-Fi access points, enables healthcare organizations to meet compliance. 

Hospital IT administrators should look to deploy Wi-Fi CERTIFIED™ equipment and devices for 
network use. It provides industry-recognized designation of interoperability, the best user experience, 
and security for Wi-Fi solutions. 
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Healthcare privacy laws are becoming stricter and penalties 
more draconian. From HIPAA and data breaches involving 
electronic health records, data privacy and security are 
on everyone’s mind, including those of your residents. 
Samsung’s Wi-Fi solution is designed with the need to 
secure sensitive information. It offers centralized access-
point management and access control with intrusion 
detection, alerts and prevention, assuring hospital IT 
administrators more secure access from day one.

Samsung Wireless Enterprise access points combine 
two types of WIPS configurations on one access point. A 
dedicated RF monitoring chip is embedded independently 
of the service RF chip for the continuous monitoring of data 
service–all making it far less expensive, with an estimated 
30% CAPEX savings–to ensure that the Wi-Fi network is as 
secure and futureproof as possible.

While the solution provides many intelligent security policies, 
it strikes the right balance among security, user convenience 
and user experience. 

The Samsung Secure Wi-Fi Solution

Designing a Secure Wireless Healthcare Environment

Intelligent Security Policies
• Integrated WIPS sensors with Wi-Fi access points

• Automatic device classification

• Intrusion and air-attack detection

• Rogue AP detection and threat containment

• Forensics capability

• Location tracking

Secure and Simple User On-Boarding
• Multiple authentication mechanisms

- Guest portal with user credentials

-  Seamless use of user’s mobile-device  
SIM credentials

- Externally using AAA server

• Air link encryption to prevent eavesdropping

•  Multiple SSIDs and VLANs over SSIDs to manage 
security for different networks

Learn more: www.samsung.com/wlan 
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